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Firewall on Demand - Introduction G'LANT ::

* Firewall on Demand (FoD) is a system which allows authorised users, via a web portal, to quickly
create and disseminate firewall filters based on traffic flows to or from their designated address

space

* FoD’s key features are:
* Precision — specific malicious flows can be targeted
* Speed - Time to disseminate/withdraw firewall filters is sub 10 seconds
* Convenience - NREN users can use web portal themselves, or make request by phone or e-mail.

* Simplicity - The web portal uses intuitive, non-vendor specific GUI-based wizard to configure router firewall
filters.

* FoD is powered by standards-based flowspec technology as specified in RFC 5575.
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FoD Capabilities GEANT

Propagate flowspec filters across GEANT
backbone network DDoS attack launched from
Unlimited filters compromised systems (bots)
Have an e-mail sent to yourself or ticketing
system for tracking after rule
submission/edit/withdrawn

Historical record — users can view all rules
(active and de-active) created by themselves or
their colleagues

DDoS attack traffic consumes DDoS attack targets
network capacity applications and services
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Requirements, Constraints and Limitations

DDoS attack launched from
compromised systems (bots)

Users can only create rules related to flows destined
for their IP address space

Only affects flows transiting GEANT core routers
IPv6 not currently supported

Access to web portal limited to pre-specified users,
accessing from a specific, pre-specified sub-net

that originates from the
ct IX peering still passes

Victim
-1 7
7

DDoS attack traffic consumes DDoS attack targets

network capacity applications and services
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Eligibility and How to Subscribe and Access G"ANT :j

All GEANT member NRENs may subscribe. The subscription process is as follows:

1. NREN APM fills out the FoD application form (MS Excel based) — NREN authorized users (by e-mail address); NOC subnet (for
white-listing); NREN’s AS number or AS-set.

2. NREN APM sends completed form to GEANT security team (security@geant.org) and info is entered into FoD

3. Authorised NREN user, using host in NOC subnet, accesses https://fod.geant.net and clicks at the “Shibboleth Login” button on
the top right. Login in using standard eduGAIN method

4. New user’s account will be activated within 1 business day (assuming login details match info provided by APM)

Select Institution

fod.geant.net/welcome?next=/ Q 53 Federated Login:
nldl Language: English~
Excellentl You are a step away from joining the service. Select your instituton from the dropdown ist

Select an Identity Provider

Please ity vider from the dropdown list given above. Institution

SEANT - Firewall on Demand

Protect your network, protect the network

Organisational
Login Apply

Activation Pending

@ Activation Pending
ef account i il
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https://fod.geant.net/

Shibboleth Attributes

FoD’s Shibboleth module requires the release of the following attributes:

* givenName

* mail

* persistent-id

* principalName

* Surname (family name)
* uniquelD
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How to Use FoD GEANT : )

New user’s are notified by e-mail when their accounts are activated and at that point they are able to
start using Firewall on Demand.

* Re-visit the https://fod.geant.net page and click on the “Shibboleth Login” button

e Once logged in standard users have access to 4 tabs:
1. Dashboard
2. Rules
3. AddRule
4. My Profile
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https://fod.geant.net/

G'ANT:)

Dashboard page displays the latest 10 rules that have been submitted for the user’s Institution (NREN)
along with their current status. Deactivated rules can be re-activated and vice versa.

© Rules Dashboard

© Add Rule
Test222 NT25VD o

[ Last update: April 28, 2015, 1:01 a.m. by admin.:: test2

How to Use FoD — Dashboard page

@ Expires: 07 Apr 15

Dst Addr  10.100.10.8/32
Src Addr  15.15.15.15/32
Protocols  icmp

Then  rate-limit 10000k
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How to Use FoOD — Rules Page G'ANT :)

The Rules page displays ALL (not just the latest 10) rules that have been submitted for the user’s
Institution, sorted by status. From here, any rule can be reactivated, deactivated or edited.

A search box is available to look for particular rules

& Dashboard
© Add Rule
U Firewall Rules
& My profile
20 v |records per page |[ ACTIVE ‘ PENDING | DEACTIVATED Search:
Showing 1 to 3 of 3 entries Previous - Nex]
Name % Match & Then * Status ¢ Applier * Expires % Response & Actions *
SSH_RATE-LIMIT_20150820_AE9GN5 Dst Addr rate-limit 10000k =3 fod (GEANT) 2015-08-24 Successfully committed ‘ Edit H |
src Addr - 0.0.0.0/0
Protocols  fcp
DstPorts 22
RDP_DISCARD_20150819_BJFYRS DstAddr ARy discard EEDE  fod (GEANT) 2015-08-24 Successfully commitied ‘ Edit H
Src Addr  0.0.0.0/0
Protocols  tcp
DstPorts 3389
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How to Use FoD — Add Rule Page G’ANT ::

New rules have four mandatory attributes, which are indicated by field labels in bold:

* Name
* Source Address —
Name NTP_DISCARD_20150820
* Destination Address - must belong to NREN
. Then Actions Source Address 0.0.0.000 <@ ‘ Any ‘
Destination Address L ﬁ‘
Protocol(s) |@|
By default, a filter expires after 7 days from its submission, Fragment Type

but you can specify any time between 1 — 10 days (Will be more || sseasoucsassinsion orts,orsisctcommon ports rb ourcscestnaton
flexible in future) Src.Porl(s) | Source Port(s) Dest |[x123] Pori(s) | Port(s)
Pori(s)

Then Actions discard

It is strongly recommended that the rule’s name uses the
following format:

<TYPE_OF_ATTACK>_<ACTION>_<DATE>[_INCREMENT]

Expires 2015-08-24

Comments ‘ NTP attack detected from Elgwhion tool. Blocking dst UDP port 123.

Where ‘increment’ is a suffix of *_1’, * 2" and is used if more than
one rule of the same same type is created on a given day. Apply
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How to Use FoD — My Profile Page

G'ANT:)

My profile page displays information that has to do with the user’s subscription such as their

administrative network and name, your username and e-mail.

& Dashboard
U Rules

© Add Rule

& My profie

My profile

Organization

Your NREN's Name

- aaa.bbb.ccc.ddd./ee

W Shortcuts
I © Add Rule U My Rules | @& Dashboard
& My Profile
Username: hiipstest-
idpdantenetidpshibbolethhitpstes
fodgeantnetshibbolethjexwl1jvjrcti
Firstname: Evangelos
Lastname: Spatharas

Email:

Evangelos. Spatharas@geant.org
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How to Contact us G".ANT ::

For all issues or queries related to FoD, please contact GEANT Infrastructure & Security team at

security@geant.org
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